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BLACKHAWK TECH TIPS 
Phishing 
Phishing is the fraudulent attempt to obtain sensitive information or data, such as usernames, 
passwords and credit card details, by disguising 
oneself as a trustworthy entity in an electronic 
communication. Generally emails sent by 
cybercriminals are masked so they appear to be 
sent by a business whose services are used by 
the recipient.  A bank or technology department 
will not ask for personal information via email or 
suspend your account if you do not update your 
personal details within a certain period of time. 
There are three types of Spear Phishing:


1. Click Only - Prompt you to click on a URL 
that could direct you to a website asking for 
your credentials or download malware.


2. Credential - Prompt you to enter your login 
usernames and passwords under the pretext 
of accessing a legitimate looking website.


3. Attachments - Prompt you to download an 
infected attachment or file that contains the 
URL. Threat actors leverage PDF or other 
documents to embed the URL to lure you to 
click the link to either get you to enter your credentials or further download malicious files.


Canvas Tips and Tricks 
Do you have young learners or do you want to personalize what you 
are giving to your students?  Why not record a video of you and 
include it in your Monday Announcements?  

You can use the Rich Content Editor to record a video or audio. You 
can record media for any length of time, but shorter video recordings 
are recommended. Longer media lengths require a longer rendering 
time and may be interrupted without a stable connection.


The Rich Content Editor is used in features that support the editor (Announcements, Assignments, 
Discussions, Pages, Quizzes, or Syllabus). 


Blackhawk Tech Tips 1

Don’t Take the Bait.

Do Your Part. #BeCyberSmart  
cofense.com/awareness-resources

We all play a critical role in protecting against 
phishing attacks. One click can sink us. 

Stay vigilant!
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To add media follow these instructions:

1. Open the Rich Content Editor using one of the Canvas features that support the Editor.

2. Click the Media icon.

3. Since your computer has a webcam, Canvas will select your default camera 

automatically.

4. Canvas will select your default microphone.

5. To begin recording, click the Start Recording button.

6. The time and the volume level of your recording will continuously update as you record. 

To stop recording, click the Finish button.

7. To review your video click the Play button. To save your video, click the text field, enter a 

title for your video, then click the Save button.  To re-record your video, click the Start 
Over button.


8. View your video automatically inserted into the Rich Content Editor.

9. Click the Save button.

Blackhawk Tech Tips 2

If you have a tip, trick, or article that you 
would like to add to a newsletter please 

email Christine Matash at 
cmatash@susq.k12.pa.us.

Zoom Tips and Tricks  
by Janet Goodyear


Eureka! I have found a way to keep students 
from scribbling on the shared screen in Zoom.  
When you are sharing your screen on your 
computer, look in the black bar for the Security 
symbol (image 1).  Tap it and you will see a drop 
down menu. Uncheck Allow Participants to 
Annotate on a shared screen.  You can also make 
the change after you start annotating by clicking 
More (image 2) and choosing Disable Attendee 
Annotation.  If you do want your students to 
annotate, you can also choose to Show Names 
of Annotators.


PowerTeacher Pro Tips 
by Judd Dorman 

In the scoresheet you can adjust the 
settings to have the most recent 
assignments appear at left side of the 
screen, which eliminates the need to scroll 
to the right each time you log into the 
gradebook.  From the scoresheet, you can 
simply click the settings gear and choose 
“Show Assignments from Most Recent.”
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